What is New in VeralLab and License
Patrol 7.3.0

Release Date: 1-February-2017

Security Fixes
1. Fixed SQL injection vulnerabilities in sorts operations.
2. Fixed cross-site scripting (XSS) vulnerabilities.
3. Fixed session fixation vulnerability, credentials are no longer stored in cookies, turned off
session identification in URL.
4. Additional Tomcat security tune ups.
5. Added new setting to turn off exception messages output.
6. Added new setting to turn on simple http header checks to prevent CSRF attack.

Bug Fixes
1. Fixed NullPointerException in Employee Schedule happening under certain conditions.

2. Fixed Waitlist page exception when using special characters in the Room name field.
3. Fixed minor JS error on Student Portal page.
4. Bug Fixes related to duplicate MAC addresses (clients only).
5. Tomcat encoding bug fixes
Enhancements

1. JS Charts Ul improvements.

2. Availability task performance improvements.

3. Added wildcards capability when using Name field search in the Search Registrations report.
4. Added new Windows Event (EventlD=124) during logout (Veralab client only).
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Number of events: 1,894

Level Date and Time Source EventID Task Category
(i) Information 11/28/2016 10:26:14 PM Veralab Guard 124 None
@ln[crmnion 11/28/2016 10:26:14 PM Winlegon G000 Mone
@]n{urmaﬁon 11/28/2016 10:26:14 PM Desktop Win... 9009 None
@]nfnrmatiun 11/28/2016 10:24:38 PM Veralab Guard 123 MNone
(i) Information 11/28/2016 10:23:24 PM Desktop Win... 9016 MNone
(i) Information 11/28/2016 10:23:24 PM Winlogon 6000 MNone
@Information 11/28/2016 10:23:24 PM Winlogon 4101 Mone
@Infcrmation 11/28/2016 10:23:23 PM Veralab Guard 124 None
(i) Information 11/28/2016 10:23:23 PM Winlegon 6000 MNone
(D information 11/28/2016 10:23:23 PM Desktop Win... 9009 Mone
@Inlcrmation 11/28/2016 10:22:16 PM Veralab Guard 123 None
@ln[crmnion 11/28/2016 10:22:16 PM Winlegon 6000 Mene
Event 124, Veralab Guard

General | Details

Veralab user was successfully logged out.

Log Name: Application

Source: Veralab Guard Logged: 11/28/2016 10:26:14 PM

EventID: p) Task Category: None

Level: Information Keywords: Classic

User: N/A Computer: WINTRTM

COpCode:

More Information:
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Help

Reporting a Bug

Found a bug? Please submit a bug to support@veralab.com.

Thank you for using Veralab and for taking the time to send us your feedback!
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